Abstract-We discuss upsets in erased floating gate cells, due to large threshold voltage shifts, using statistical distributions collected on a large number of memory cells. The spread in the neutral threshold voltage appears to be too low to quantitatively explain the experimental observations in terms of simple charge loss, at least in SLC devices. The possibility that memories exposed to high energy protons and heavy ions exhibit negative charge transfer between programmed and erased cells is investigated, although the analysis does not provide conclusive support to this hypothesis.
were (and still are) one of the most critical building block. In recent years, though, floating gate cells have been aggressively scaled and, as a result of the dramatic decrease in stored charge, they have become sensitive to single event upsets as well [4] , in addition to total dose effects [5] [6] [7] .
A large amount of experimental and theoretical work has been carried out to understand the response of FG cells to heavy-ion and protons strikes, also analyzing synergistic effects with total ionizing dose and wear-out [8] [9] [10] [11] . Great progress has been made, but many issues are still open [12] .
Nonetheless, it is commonly accepted that heavy ions hitting a floating gate cell primarily produce charge loss [13] . This fact causes bits in the programmed states (i.e. filled with a large amount of electrons) to be much more sensitive than erased cells (with no or little stored carriers inside).
In recent NAND Flash memories with feature size below or equal to 25 nm, heavy-ion upsets in supposedly erased cells have been reported as well, but this was actually due the introduction of a coding scheme and the cells were not in the erased state [14] , but in a programmed state.
Charge loss leads to threshold voltage (V th ) shifts, which, when sufficiently large, give rise to upsets. A much smaller component related to positive charge trapping has been reported as well [15] , and used to explain error annealing in the hours after the exposure to ionizing radiation. However, this trapping component alone cannot produce errors, since the associated V th shift is typically too small, due to the reduced thickness of the tunnel oxide.
It is further assumed that the charge removed from a FG after the impact of a charged particle is lost through a conductive path in the tunnel oxide or as a result of an imbalance in tunneling currents in and out of the FG [2] . Regardless of the physical mechanism, the charge is "lost", in the sense that it is not collected by another FG.
In this paper we start with the observation of very large threshold voltage shifts in erased floating gate cells and challenge this assumption. We introduce the idea that under certain conditions, the charge may be transferred from a programmed floating gate filled with electrons to a neighboring erased cell, causing an upset in the erased cell. For this to occur a strike piercing two neighboring cells is needed, which may be produced by a secondary particle generated by a high-energy proton [16] , [17] , the main radiation source used in this paper, or by an angled heavy-ion strike. Thus, this type of upset mechanism will only be observed in technologies with small feature size (<65 nm), where the cells are tightly packed together.
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The paper is organized as follows: Section II describes the NOR Flash devices used for this work and the experimental details of the irradiation with high-energy protons and heavy ions. Section III presents the experimental results in terms of statistical distributions, followed by the analysis and modelling in Section IV, where the idea of charge transfer between programmed and erased cells is introduced.
II. DEVICES AND EXPERIMENTS
Throughout this work we studied Single-Level-Cell (SLC) and Multi-Level-Cell (MLC) 45-nm FG Flash memories with NOR architecture, manufactured by Micron Technology.
The erased level, indicated in the following as 'L0'in MLC devices and 'E' in SLC ones, is the one with the lowest V th . It is obtained by injecting a certain amount of holes in the FG for MLC devices and a smaller amount for SLC devices. Hence, the threshold voltage of erased SLC cells is larger than in MLC samples. The erased level is used to represent "1" or "11" in SLC and MLC devices, respectively.
The programmed level, "P" or "0", in the case of SLC devices and the three other levels (L1-L3 or "01","00", and "10") for MLC components are realized by injecting different amounts of electrons in the floating gate electrode. The neutral distribution, i.e., the distribution of the empty FG cells, with neither electrons nor holes in the storage element, is typically placed between the erased and the lowest V th program level.
Devices on several 12-inch wafers were irradiated. In detail, two wafers were irradiated with 496-MeV protons at the TRIUMF accelerator in Vancouver, Canada. Tens of devices were exposed at the same time for each experimental condition. Most of the exposures were performed with a fluence of 2.7 · 10 11 p/cm 2 , corresponding to 10 krad(Si). An additional exposure was performed at three times the fluence, i.e. 8.1 · 10 11 p/cm 2 , corresponding to 30 krad(Si).
A further wafer was irradiated at the SIRAD line of the TANDEM accelerator at the Legnaro National Laboratories, Legnaro, Italy, with heavy ions, ranging from Oxygen to Iodine, with an LET going from about 3 to more than 60 MeV·mg −1 ·cm 2 . The exposures were performed with a total fluence of 10 7 or 3 · 10 7 ions/cm 2 , depending on the ion species.
Additional experiments were conducted at the RADEF line of the University of Jyväskylä, in Jyväskylä, Finland, using Iron ions at several angles, from normal incidence up to 80 • , exploiting the large particle energy (523 MeV) available at this facility. The details of the beams used at TRIUMF, SIRAD, and RADEF are reported in Table I .
The devices were programmed prior to irradiation and exposed at room temperature with no bias applied, a condition which is extremely relevant for non-volatile memories, which are required to retain information also when powered off. Two patterns were used, either solid L0/E with all the cells in the erased state or checkerboard with the cells evenly split between the lowest and the highest level, both for SLC and MLC devices.
Using the reserved test modes provided by the manufacturer, measurement of the cell V th was possible. In particular, the V th of the extreme cells in each memory block (there are thousands of blocks for each chip), i.e. the erased cell with the highest V th and the programmed cell with the lowest V th , were measured before and a few weeks after the exposure, using a proven approach [1] . After the irradiation, the most interesting blocks showing the largest V th shifts in erased cells were identified and fully mapped in terms of threshold voltage (the V th of each cell and not only those of the extreme cells was measured). The manufacturer provided electrical to physical mapping. Fig. 1 shows the V th distributions of the block extremes for the erased (L0) and the highest threshold voltage level (L3) before and after irradiation with 496-MeV protons. These data are for a set of 2-bit-per-cell 45-nm NOR memories programmed with a checkerboard pattern before the exposure. As reported in previous works, the L3 distribution shifts to the left after the exposure (e.g. the irradiation leads to fewer electrons in the floating gate), whereas the L0 one shifts to the right (in principle meaning that fewer holes are left in the FG), consistent with the dominant mechanism being charge loss from the floating gate. Both distributions are largely affected by the exposure to high-energy protons, i.e. few points in the post-rad curves overlap with the pre-rad ones and most of the block extremes have shifted. Fig. 2 shows the same type of measurement for chips programmed with SLC levels and again a checkerboard pattern. It is important to note that, at the cell level, SLC and MLC devices are not different: the materials are the same, and so are thicknesses and geometrical dimensions. Programming and reading algorithms are totally different, though, and so are the V th statistical distributions.
III. RESULTS

A. Proton Irradiation
As with MLC, the shifts are negative for programmed cells and positive for erased cells. Interestingly, only a fraction of the erased distribution (below 1%) is affected by the exposure, whereas the programmed distribution is fully impacted. This is in contrast with the behavior of the MLC devices and consistent with the fact that there is less positive charge to be lost in erased SLC cells, due to the different erasing scheme.
Figs. 1 and 2 also report a voltage level, called V U , which is useful to compare distributions across different figures, given the necessary use of arbitrary units for confidentiality reasons. This level marks an upper bound for the neutral distribution, and its determination will be discussed later. At this point, we just want to point out that the post-rad erased tail in the MLC samples is almost completely below V U , whereas it is largely above it in SLC devices. If no significant trapping in the dielectric layers is assumed, cells moving above the neutral distribution must have gained negative charge.
Before continuing, it is worth noting that these distributions are constructed in a different way from those published in previous works such as [1] , where the V th distribution of all the cells in just a few blocks of the memories was typically presented. Instead this work adopts the methodology used in [18] , where extreme events were studied. In other words, the typical approach used in the past is to analyze a few million cells out of the billions in the whole memory. Instead, Figs. 1-2 present the statistical distribution of the extreme cells in each block of the tested memories, i.e. they consider, for each block, the erased cell with the highest V th and the programmed one with the lowest V th . The advantage is that a much larger number of cells is considered, actually the whole memory, and this gives the possibility of observing very rare and extreme events. The drawback is that only the edges of each block are recorded. This is because measuring the threshold voltage of all the cells and not just the edges is impractical due to the excessive amount of time that would be required (measurement of the edges is faster because the voltage ramp on the control gate stops when the first cell is switched on or off). The percentages on the y-axis of Figs. 1 and 2 should not be interpreted as the fraction of the whole set of cells, but they must be weighed using the block size (half a million cells), to estimate the probability of occurrence on the whole array.
High-energy protons produce both total ionizing dose effects (mostly direct ionization) and single event effects through the generation of charged secondary particles (indirect ionization). The tails of the post-rad distributions of Figs. 1-2 are mainly related to the indirect ionization component, since they contain only the extreme cells in each block, which have been likely hit by high-LET secondaries. Fig. 3 indeed compares the post-rad distribution after exposures to 10 krad(Si) (black/dark lines) and 30 krad(Si) (red/light lines). As shown, the distributions have the same shape, and there is a multiplicative factor of about 3 at each V th , which reflects the ratio between the proton fluences. Indeed, if the direct ionization component were dominant, we would expect much larger V th shifts in the samples irradiated with 30 krad(Si) than in those exposed to 10 krad(Si). Yet, as can been seen in Fig. 3 , the maximum threshold voltage shift is the same, regardless of the total ionizing dose. Only the numerosity of the cells in each bin changes as a function of total dose.
Both for MLC and SLC devices, the shift is much larger for the programmed cells (L3) than for the erased cells (L0), due to the larger electric field in the tunnel oxide in the first case, generated by the larger amount of stored charge.
Yet, as we already mentioned, one of the most striking features of Fig. 2 , and one that will be the focus of the following discussion, is that the right tail of the erased cell distribution in SLC memories is significantly above the level marked as V U in Fig. 2 , and overlaps with the programmed distribution. The V th of these cells has increased considerably after the irradiation, resulting in upsets also in erased cells. For the MLC cells in Fig. 1 there appears to be only a slight overlap between the post-rad erased and programmed distributions. Please note that the starting point of the L3 distribution is at lower voltages with respect to the erased distribution in SLC devices, due to the larger amount of electrons stored in the floating gate. To investigate the behavior of the erased cells that experience the largest threshold voltage shifts, the V th of each cell in the blocks containing these interesting events have been measured. Fig. 5 presents a typical outcome of such a measurement. The y-axis represents the threshold voltage, while the x-axis is a sort of physical address, which is computed so that physically-close cells are plotted close together on the x-axis. The programmed cells are red/light and generally have a high V th , whereas the erased ones are blue/dark and have a low V th . As shown, the erased cells with large shifts tend to be clustered around programmed cells with large shifts as well. In this block there are also programmed cells with a large shift not associated with erased cells (the isolated red points in the right part of the figure). These are the shifts reported in the past [1] , are related to simple charge loss, and are the most numerous (see the programmed distributions in Figure  1 -3, the situation of Fig. 5 is rare) . green/light squares represent positive shifts in the L0 cells. The intensity of the color is proportional to the amount of V th shift. Clearly, all the erased cells with considerable V th are close to programmed cells that also have very large V th shifts. From this map, one can reconstruct the path of the proton-generated secondary particle and easily see that the strike must have traversed both erased and programmed cells. This behavior has been observed for several other events in these devices. However, we also observed erased cells with a large shift (ending up above V U ) that were not surrounded by corresponding programmed cells with a large shift, but these were much rarer.
B. Heavy-Ion Irradiation
To better understand the results of the proton experiments, irradiation with heavy ions were carried out at SIRAD and RADEF with two main goals. The first one is to determine the bounds of the neutral threshold voltage distributions, using ions with very high LET to fully discharge the cells. The second was to see if a tilted heavy-ion strike could produce large shifts in erased cells similar to those observed with highenergy protons, assuming that they were caused by secondary byproducts emitted almost parallel to the array plane. Fig. 7 shows the V th distribution for the cells in several blocks for a device irradiated with iodine ions with an LET of around 60 MeV·mg −1 ·cm 2 . This is a "standard" distribution, where all the cells in a few blocks, for a total of some millions, are measured. All four erase/program levels are used in order to better determine the final distribution.
The exposure was carried out with the highest available LET, in order to be able to fully discharge the floating gates in the hit cells (most of the cells are not struck and remain in the primary peak). As shown, regardless of the initial V th placement, the secondary peaks originating from the four primary distributions shift either rightwards or leftwards and end up approximately in the same position. The cells coming from the highest level do not seem to totally discharge, though.
The amount of cells in the secondary peak does not change as a function of the initial V th of the cells and the level V U Fig. 7 . V th distribution density in a block, for 45-nm MLC cells after exposure to 3 · 10 7 Iodine/cm 2 . Fig. 8 . V th distribution density in a block, for 45-nm MLC cells after exposure to 3 · 10 7 Iron/cm 2 at different angles.
introduced before provides and upper bound for the maximum level of the neutral distribution.
A final experiment was performed by using energetic Fe ions at RADEF, in order to be able to do irradiations at very large angles, and it is illustrated in Fig. 8 . The memory was setup with SLC levels. As shown, the bulk of the erased distribution does not change appreciably whereas the programmed one shifts leftwards by increasingly larger amounts, as the incidence angle varies from normal to 80 • . Interestingly, a few erased cells highlighted by a circle experience a very large positive shift at an angle of 70 • and 80 • , but not at normal incidence. The numerosity of these cells with large positive shifts is very low, also on the account that the distributions in Fig. 8 are not extreme ones, but contain only a few millions of cells.
IV. DISCUSSION
We now focus on the physical mechanisms underlying the large shifts experienced by a few erased cells when exposed to protons, but also heavy ions at tilted angles. These shifts are positive, i.e. they are either due to positive charge loss from the floating gate, net negative trapping in the oxides around the cell, or, possibly, negative charge gain in the FG. The first two have been shown to occur, whereas evidence of the third one has never been presented so far.
It has been reported [1] that heavy-ion strikes can induce charge loss from floating gates, causing the cells to shift towards the neutral level, i.e. the one with no charge in the FG and practically no electric field in the oxides surrounding the floating gate. This was explained with the onset of a conductive path across the tunnel oxide which discharges the cells.
As a result, the maximum V th an erased cell can reach after being hit by radiation is limited by its neutral V th and the same holds for the minimum V th a programmed cell can attain.
It has always been explicitly or implicitly assumed that the lost charge was drained out of the floating gate or recombined therein and lost. A much smaller component has been identified and associated with positive charge trapping in the oxides surrounding the floating gates. In [15] , it was suggested that this mechanism was responsible for the observed annealing behavior. Of course, due to the reduced thickness of the oxides surrounding the FG the amount of charge trapping is limited and, being generally positive, it cannot explain the large increases in V th in some of the erased cells.
Due to random dopant fluctuations, line edge roughness, etc. there is a large cell-to-cell variability, leading to a spread in the neutral threshold voltage distribution. This typically has a Gaussian shape and it is more spread for scaled technologies.
The actual neutral distribution is very difficult to measure in the latest generations of devices. In the past UV exposure was used to remove all the carriers from the floating gates and then the threshold voltage was measured, but this is no longer possible due to the reduced pitch of the cells. One way to estimate the neutral distribution is by looking at the values at which cells converge when exposed to high LET ions, as illustrated in Fig. 7 . From that figure, we can identify an upper bound for the neutral threshold voltage, which is marked with V U . There are certainly cells with higher neutral threshold voltage, since in principle a Gaussian distribution extends to infinity, but their numerosity is low and so is the probability that these cells are hit by the secondaries emitted by protons. Fig. 2 shows that the width of the neutral distribution is not ample enough to justify the largest shifts experienced by some of the erased cells in the SLC samples exposed to high-energy protons. The same is true also for the largest shifts observed in erased cells irradiated with Fe ion at large angles shown in Fig. 8 . The final V th 's are way larger than V U .
On the contrary, shifts in erased MLC cells are generally compatible with our estimate of the neutral distribution, or at least not so distant to assume that a different physical phenomenon is at play, other than charge loss.
One alternative mechanism that might explain our data is that charge is transferred from programmed cells (filled with electrons) to erased cells, as a result of a heavy ion piercing two neighboring cells (Fig. 9b) . The charge transfer may occur through a temporary path activated by the charged particle strike [1] . Temporary defects could be responsible for this, through the well-known mechanism of trap-assistedtunneling. Alternatively, the large density of electron-hole pairs generated by the strike could act as a conductive path. This is conceptually identical to the mechanism believed to be responsible for charge loss. The major differences are the dielectric layers involved, the cell-to-cell isolation and not the tunnel oxide, and the fact that the charge is not drained in the channel, but in a neighboring erased cell.
Comparison of the charge lost by the programmed cells and that gained by the neighboring erased cells shows that the charge transfer efficiency is below 100% (i.e., some charge is lost in the transfer). Also simple geometrical considerations suggest that this charge transfer mechanism is going to be emphasized as the feature size is further scaled. In addition, the same considerations suggest that a strike perpendicular to the lateral faces of the floating gate cell is the most effective in creating the conducting paths, since the length and so the number of required temporary defects is minimized. As a result, charged particles that travel in the plane of word and bit lines could be the most effective in generating this possible new effect, consistent with the heavy-ion results.
Based on this mechanism, charge transfer from programmed to erased cells should only occur if a checkerboard pattern is used, where each erased cell is surrounded by programmed cells.
However, the individual analysis of all the largest positive shifts in erased cells shows that there are also some isolated erased cells experiencing this phenomenon. Their number is smaller than those surrounded by shifted programmed cells, but it is significant. These cells are isolated either because they appear in a solid pattern; or because they are inside a checkerboard pattern, but with no shifted programmed cells in their immediate vicinity. Clearly, for these cells charge transfer from a programmed cells has not occurred (or could not occur in some cases) and a different mechanism or a different source of negative charge must be assumed.
V. CONCLUSIONS
We reported evidence of large positive V th shifts in erased FG cells, leading to upsets in 45-nm NOR memories. Existing charge-loss mechanisms, which have been used to explain previously observed shifts in floating gate cells towards the neutral level, do not seem to be consistent with the final threshold voltage of these cells. This could indicate that the floating gates have gained negative charge after exposure to high-energy protons and heavy ions at angled incidence. Threshold voltage maps suggest that a charge transfer mechanism from neighboring programmed cells into erased cells might be responsible for this phenomenon, although comparison of different programming patterns and analysis of all the affected cells do not conclusively support this view.
If this new charge-transfer mechanism is confirmed by further experiments and in other devices, it might become a significant source of upsets in more scaled technologies and even in 3D memories, where bits are tightly packed together.
